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SignatureEXEC

Identity Theft and the Targeting of 
High-Net-Worth Families 
By Blake Williams, Senior Planning Associate

If you think celebrities like Tiger Woods, Will Smith, Michelle 
Obama and Bill Gates are immune from identity theft, think 
again. All of them have been victims of identity theft. In 
actuality, everyone is a target for identity theft, but affluent 
individuals and families are more likely to be targeted due to 
their high profile and potential for a big payout.

It’s becoming common for society to readily accept that a 
large data breach has happened. This spring, health insurer 
Anthem revealed that hackers stole the Social Security 
numbers and personal information for nearly 80 million 
Americans.1 This summer the IRS was targeted by hackers 
who stole sensitive personal information from over 600,000 
Americans.2 On the heels of the IRS declaration, the FBI 
announced it was investigating one of the largest-ever 
thefts of government records at the U.S. Office of Personnel 
Management. It’s estimated that hackers accessed 
security clearance forms and Social Security numbers for 
somewhere between 4 million and 18 million current and 
former employees.3 These are alarming numbers, especially 
when they are just for 2015! The discussion about these 
data breaches may fade quickly, but what won’t fade is the 
access that thieves have to their victims’ sensitive personal 
information. 

The question you are probably asking yourself is, “If 
these breaches are so common, how can I protect myself 
against identity theft when the wealthiest individuals and 
government entities, with vast resources at their disposal, 
become a victim?” 

“	Everyone is a target 
for identity theft, but 
affluent individuals 
and families are more 
likely to be targeted 
due to their high 
profile and potential 
for a big payout.” 
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Credit Freezes
The strongest preventative measure available to deter identity theft is to freeze your credit 
with Experian, TransUnion and Equifax. Thieves will be unable to obtain new extensions 
of credit with a credit freeze in effect. If you suspect that your personal information has 
been compromised, we strongly suggest freezing your credit. For an in-depth review with 
step-by-step instructions on how to freeze your credit, please view our “Safeguarding Your 
Identity” blog post.

Credit Monitoring Services
While a credit freeze is a strong preventative measure, it wouldn’t help with certain types 
of identity theft, such as tax fraud, medical fraud and even driver’s license identity theft. 
This is where credit monitoring services can assist. The main benefit of these services is 
that they are designed to alert you to suspicious activity, and in the event you do become a 
victim of identity theft, their team of experts can help restore your identity. Many insurance 
companies also include identity theft restoration coverage under the homeowner’s policy 
once a breach has occurred. 

One of the fastest-growing types of identity theft is medical identity theft. Medical identity 
theft occurs when thieves steal an individual’s personal information and use it to obtain 
emergency care, medical equipment, prescriptions and even surgery! Medical identity theft 
saw a 20 percent increase from 2012 to 2013 alone, with an average cost of $18,660 per 
victim.4 There have been medical identity theft cases where health care providers refused 
an individual access to their own health record because it would violate the identity thief’s 
privacy rights! In this situation, you’d have to appeal to the U.S. Department of Health and 
Human Services’ Office for Civil Rights.5 Medical identity theft is extremely difficult for 
credit monitoring services to detect due to federal health care privacy laws. However, if 
medical identity theft happens to you, this is the benefit of having a team of experts from a 
credit monitoring service facilitate the repair process. 

Rather than utilize a credit monitoring service, many people choose to periodically review 
their credit report on their own. For a detailed review of credit monitoring services and 
instructions on how to check your credit report, please view our “Safeguarding Your 
Identity” blog post. 

The IRS Tax PIN
Each spring, there is a rush of news headlines on tax-related identity theft. Tax identity theft 
occurs when someone uses a stolen Social Security number to file a tax return claiming a 
fraudulent refund. Generally, an identity thief will use a stolen Social Security number to file 
a false return early in the year.6 Imagine your dismay when you file your tax return and it is 
rejected because someone has already filed on your behalf! 

There is hope in the fight against tax identity theft! Taxpayers who filed federal returns 
last year from Georgia, Florida or the District of Columbia are eligible for the IRS Identity 
Protection PIN program. These three regions have the highest per-capita percentage of tax-
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related identity theft.7 If you’ve ever been a victim of tax identity theft, you are also eligible 
for the IRS PIN program. 

Please see the attachment for instructions on how to sign up for the IRS PIN program. 

Danger of Public Wi-Fi vs. Mobile Hot Spots
Have you ever logged in to a Wi-Fi network at a coffee shop or at a hotel while traveling? 
You may have put yourself at risk. High-net-worth insurance provider PURE recently revealed 
that hackers are targeting hotel Wi-Fi networks to access affluent individuals’ information. 
Researchers discovered a vulnerability in routers belonging to eight of the world’s top 10 
hotel chains. At least 277 routers in 29 countries were believed to have been impacted. Of 
these, more than 100 were at locations in the U.S. Through the router, attackers were able to 
install a very sophisticated keystroke logger on guests’ computers.8 We recommend using 
the hot spot feature on your cellphone as the networks for large cellular carriers are seen to 
be more secure than public Wi-Fi and they encrypt your data. 

Other common identity theft tactics include Wi-Fi spoofing and phishing attacks. Wi-Fi 
spoofing attacks occur when thieves create a Wi-Fi account that has a similar name to your 
personal network in hopes that you’ll join it. If you mistakenly do this, they have a wide-open 
view of what you are doing on the Internet. When Internet identity thieves impersonate 
an individual or business to trick you into giving out your personal information, it’s known 
as phishing. Most of us have been recipients of attempted phishing schemes. However, 
“spear phishing” is much more targeted, especially for high-profile individuals. Executives 
with more than 2,500 employees have a 1 in 2.3 chance of becoming the target of a spear 
phishing attack.9 Spear phishing occurs when thieves target a specific individual and include 
personal data gathered through social media in order to appear legitimate, including names 
of business colleagues, friends and family. 

While we must be continuously vigilant in our actions on the Web, there are services that 
can make our lives easier while providing an additional element of security for our online 
login credentials. The sheer number of websites, user names, passwords and security 
features that we each have to remember is mind-boggling. Password managers are services 
that enable you to securely save all your passwords in a central location and keep them 
safe by using one master password. For a comprehensive review of several of the leading 
password manager services, please see our “Protect Yourself with a Password Manager” 
blog post. 

Conclusion
Identity theft via the Internet is a topic that will continue to draw headlines. Chief Executive 
magazine revealed that the majority of CEO respondents view cyber security as their 
greatest personal risk, rating it higher on their list of concerns than natural disasters and 
home invasions.10 While it seems increasingly improbable that our personal data can be 
sufficiently safeguarded, whether by the government or the private sector, it is ever more 
important that individuals be vigilant with the security of their personal information and 
take safeguards to ensure that criminals can’t use it in the event it becomes compromised. 
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Different types of investments involve varying degrees of risk, and there can be no assurance that the future performance of any specific investment, investment 
strategy, or product (including the investments and/or investment strategies recommended or undertaken by SignatureFD, LLC), or any non-investment related 
content, made reference to directly or indirectly in this blog will be profitable, equal any corresponding indicated historical performance level(s), be suitable for 
your portfolio or individual situation, or prove successful.  Due to various factors, including changing market conditions and/or applicable laws, the content may 
no longer be reflective of current opinions or positions.  Moreover, you should not assume that any discussion or information contained in this blog serves as the 
receipt of, or as a substitute for, personalized investment advice from SignatureFD, LLC. To the extent that a reader has any questions regarding the applicability of 
any specific issue discussed above to his/her individual situation, he/she is encouraged to consult with the professional advisor of his/her choosing.  SignatureFD, 
LLC is neither a law firm nor a certified public accounting firm and no portion of the blog content should be construed as legal or accounting advice.  A copy of the 
SignatureFD, LLC’s current written disclosure statement discussing our advisory services and fees is available upon request.

About SignatureEXEC

As an executive, your business is running your company. At SignatureEXEC, our business is helping you manage your financial 

affairs. While you focus on your professional and personal responsibilities, we proactively design and help coordinate your 

finances so you can live the great life you envision.

For information about SignatureEXEC, please contact Dan Dubay, Partner and Director of SignatureEXEC, at dan.dubay@

signaturefd.com.
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